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1 Executive summary
1.1 Audience

This document has two major audiences — senior management (to understand the context driving
technology decisions): sections 1-3 and Information and Communication Technology staff (to
understand how to acquire, deliver and maintain systems that best optimise the balance between
business benefit and cost at Monash): all sections.

1.2 Introduction

Enterprise architecture (EA) is the discipline of scientifically designing the technology elements of an
enterprise, guided with principles, frameworks, methodologies, requirements, tools, reference models
and standards.

The Monash Information Technology Architecture (MITA) articulates Monash best practice in
services, processes and technologies. An organisation-wide approach allows for significant savings, as
redundant or less efficient approaches are deprecated in favour of approaches that have a proven track
record across the organisation.

Over 500 staff across Monash University are fully dedicated to working in Information and
Communication Technology (ICT). Hundreds more contribute to the implementation and maintenance
of ICT as part of their role. The goal of enterprise architecture is to focus this significant effort
towards common, shared approaches that improve performance and reduce cost.

Two analogies are useful for understanding the scope and potential of enterprise architecture: the
electrical grid and the surgeon’s scalpel.

1.2.1 The electrical grid (Standardisation: A commodity solution for most
users)

There are over a dozen different standards for electrical supply worldwide, varying in voltage and
outlet (socket and plug) standards. A single standard would allow end-users to plug in their technology
anywhere and would allow providers to share infrastructure and capacity easily. Similarly, shared
standards in compute resources, storage resources, business logic and user interfaces allow both end-
users and providers to use and share more easily and effectively.

1.2.2 The surgeon’s scalpel (Customisation: A specialised solution for non-
standard users)

There are probably several hundred staff across the Science and Medical faculties who use scalpels.
Most of these staff are content to use standard scalpels acquired from a catalogue. A small number are
actually interested in scalpel design, and need to be able to build their own scalpels or to customise
scalpels they acquire. Building or customising scalpels is far more expensive than acquiring standard
ones, but this expense is warranted when (a) a standard scalpel will not fulfil the required need or (b)
researchers are investigating or teaching improved ways to build and customise scalpels.

There are two outcomes from this analogy:

(1) where a standard solution will not fulfil the required need, the fu// cost of the solution
needs to be incorporated into the decision making process (i.e. not just the cost of the non-
standard solution, but also the associated costs of managing and running the non-standard
technologies required to deliver that solution).

(i1) research and education need to be supported, and this will require non-standard solutions.
However, where researchers can use commodity solutions they will find significant
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benefits, as central and faculty staff can deliver and maintain such solutions far more
quickly and cheaply than customised ones. Thus customisation should focus as much as
possible on the area of research, and not across all areas of technology in use.

1.3 Background

Monash University initiated the development of an enterprise-wide architecture in 2003, resulting in
the first edition in 2004. That initial version laid the foundation and vision for the architecture,
separating various components and promoting standardization. The 2005 edition refined this approach
drawing on new trends and standards from industry. This edition (2006) provides explicit direction in
key areas that have previously allowed duplication of approach across the University. It provides firm,
well-defined principles and guidelines to guide ICT decision-making within Monash University.

1.4 Scope

This document aims to identify the best of existing tools, technologies and processes, as well as
providing guidelines at a sufficiently high level to apply to new technologies. An effective architecture
reduces the time and cost in acquisition, implementation and maintenance.

Architecture applies to the full life-cycle of technology, from project conception and design through
implementation to service management and maintenance. It includes managing ongoing hardware
refresh cycles and software and firmware upgrades until the eventual de-commissioning of the service.

Architecture focuses on the logical organization and management of applications and data as well as
the underlying physical infrastructure. Architecture applies to the full hierarchy of technology from the
network and platforms up to business and information architectures.

Architectural compliance is required in all new ICT projects across the University and its affiliates. It
will also be rolled out retrospectively as existing services undergo major revisions and upgrades.

1.5 Structure of the Monash Information Technology Architecture

The Monash Information Technology Architecture is composed of three major sections — the
principles (which inherit from University strategies and priorities and guide the architecture), the
architecture (which describes specific priorities and recommendations) and further detail (provided in
appendices or supplemental websites) which provide implementation information for people interested
in specific parts of the architecture.

1.6 Governance

An Enterprise Architecture Board is being formed that will direct the ongoing strategy and
implementation of the architecture. The board will identify gaps in current implementation, ensure
ongoing currency and provide dispensations for exceptions. More information about the board, its
membership and the review cycle for MITA will be available from the architecture website,
http://its.monash.edu/staff/plans/architecture/.

Architectural governance sits below ICT governance, which operates both at multiple levels. Areas
wishing to establish or improve their level of governance may like to refer to the Control Objectives
for Information and related Technology (COBIT). COBIT is a framework for information (ICT)
management in a similar vein to PMBOK for project management and ITIL for service management.

1.7 Review

The Monash Information Technology Architecture will be reviewed annually in consultation with
faculties, divisions and other areas.
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2 Principles

The Monash IT Architecture is established upon a set of principles (ss2.1 — 2.12) that are intended to
guide university-wide IT decision-making and the planning and implementation of information
systems. The principles draw upon the Information Management principles
(http://monash.edu/staff/information-management/principles/) and are also informed by the ICT
Strategic Plan (http://monash.edu/about/itsp/). The principles describe the characteristics of Monash’s
target IT architecture, and are ordered in terms of importance.

The principles (and the architecture) describe the best general case solution. Where conflicts occur two
or more alternative solutions should be examined, a cost/benefit analysis conducted (incorporating
flow-on implementation and operating costs), and a request for dispensation should be made (to the
Enterprise Architecture Board) for adopting a particular solution above others.

2.1 University strategic objectives guide IT decisions

Information is stored and managed in support of the business objectives of the university. Information
Technology is employed to assist University entities to achieve their objectives in the most efficient
and effective manner. Technology decisions must take into consideration business drivers.

2.2 Systems are secure
Monash needs to protect its information. This requires careful attention to planning, implementing and

managing a range of physical and logical measures across systems, system management and data.

* The university's IT Security Policy and IT Security Framework documents guide all activities
relating to IT security. See http://adm.monash.edu/execserv/policies/Information-Technology-
Policies/IT-Security-Policy.html

*  Security of information, and breadth of access to information, must form part of the planning,
development and operation for all systems;

* Appropriate data integrity provisions must be included in the planning for every system;

* Systems which access information in other systems must follow the business rules associated
with that information in the original system;

e Security is the responsibility of all authorised users.
2.3 Designs target high availability and reliability

Core university activities depend on information services and systems. System planning and design
should deliver systems whose reliability is matched to the importance of the service, the cost of
disruption to the service, and the needs of the users. Tested business continuity and disaster recovery
mechanisms appropriate to the business need should be in place at all times.

2.4 Systems safeguard privacy and intellectual property

In developing and implementing systems, staff should be sure to follow the relevant policies and laws
(see http://monash.edu/legals/privacy.html) ensuring that information provided for a specific purpose
is not used for other purposes without the explicit consent of the individual to whom that data refers.

The university is both a producer and consumer of intellectual property. As a producer, the
university’s information systems need to respect the university's intellectual property guidelines with
respect to creation, storage, access, use and disposal. This includes provision of appropriate copyright
and legal disclaimer statements to Monash owned/created intellectual property. Intellectual property
guidelines and statutes are at http://adm.monash.edu/execserv/policies/Administration-
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Policies/intellectual-property-framework.html and
http://monash.edu/pubs/calendar/statutes/statutes1 1.html#Heading202

As a consumer Monash purchases or licences use of intellectual property where this fits the
university's goals and objectives. The university must store, use or provide access to this information
according to the appropriate access and licensing arrangements. Rights management should use
standard access mechanisms and should be devolved where possible. Intellectual property issues for
the Internet and multimedia are at http://copyright.monash.edu/

For guidelines on protection of privacy and management of intellectual property, please refer to the
Monash Information Management Strategy, http://monash.edu/staff/information-
management/resources/

2.5 Systems use the authoritative source for data

One of the governing principles for management information systems is to maintain one primary
source for each piece of data. There is a risk that data fetched from a non-authoritative source may be
out-of-date or incorrect. Data should never be entered more than once. Other systems that need data
should receive it electronically from a source traceable back to the master copy and not by re-keying
the data. Where possible access should be via a live transaction to the master repository.

For guidelines on data sources, please refer to the data architecture
(http://its.monash.edu/staff/plans/architecture/infoarch/dataarch/)

2.6 Open standards are used where possible
It is highly desirable that the University’s information systems are built upon open standards. The
adoption of such standards is expected to have benefits in:

* Protection against vendor lock-in;

*  Ability to decouple client hardware and software from server hardware and software;

* Access to increased pools of expertise (given the global trend towards open standards);

* Access to increased functionality (developed by or co-developed with peer institutions)

2.7 A platform-independent user environment which is globally
accessible

The University has an increasingly global focus, drawing in people from a diverse range of cultures
and expertise. Most people, most of the time, should be able to access a common set of services that
provide an intuitive interface for their needs, and these services should be accessible from a variety of
platforms, from PCs running various operating systems through to mobile phones and PDAs.

To achieve the benefits of such a homogenous environment, architectural components should be
sought that provide core, commonly used functionality through published interfaces (web services or
APIs) and a unified, platform-independent interface (portal with multi-platform support).

Planning must include making services accessible to special groups, including those with a disability.
See http://monash.edu/staff/web/quality/accessibility-standards.html

2.8 Purchased software is preferred to in-house development

Where an existing package is available that adequately fulfils requirements, it is preferable to purchase
than to develop in-house. Purchased products should be chosen to complement existing products and
services, and should offer a clear price benefit, quicker time to implement and reduced maintenance
costs. Suppliers should be committed to principles similar to those in MITA, and be in a position to
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support, maintain and upgrade the product. Where a suitable product is already licensed to Monash, it
should be used in preference to buying a second product and licence. Projects should also review
unimplemented functionality in existing licences (eg. SAP, Microsoft and Novell) before procuring
new licences.

Customize applications only if necessary, as customized programs often require reworking on each
vendor software upgrade or release.

2.9 Standard products and platforms are adopted to limit diversity

In order to reduce the cost of ownership, projects should select, whenever possible, from the set of
preferred products published in MITA or in the University’s standard operating environments (SOEs).
Standardizing on IT environments reduces costs through:

*  More focussed training for support staff and users;

* Increased flexibility and interworking of environments due to elimination of incompatibilities
and harmful interactions; and

* Increased purchasing power.
2.10 Applications share resources

There is potential to save costs by sharing common resources (hardware platform, storage, data model,
application framework, etc.) across applications. Resource sharing needs to be balanced against other
business benefits and costs, including operational continuity, security and service/change/release
management. Whereever possible, however applications should share resources to save costs.

2.11 Systems are structured for easy extension

When it is necessary to develop in-house applications the goal should be to build generic modules that
may be reused or easily modified to cater for expansions and additions to the original specifications.
Re-useable building blocks include elements from all levels of the architecture, from information
through data models and business logic to procedures and templates.

2.12Management of systems is easy to devolve

The size and structure of Monash calls for systems whose management can be devolved to Faculties
and departments, and whose management interfaces are easy, fast and intuitive to use.
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3 Architecture overview

The architecture ranges from overarching information and business architectures through applications
and application infrastructure (application servers and frameworks) to technical infrastructure
(network, storage and platforms). In the diagram below, the ‘preferred’ (recommended for general use)
parts of the architecture are highlighted in green, the ‘supported’ (for specific areas of use) are
highlighted in yellow and deprecated components are outlined with red dashes. The architecture is
discussed in more detail in the following sections.

Business Legend

— Preferred

H Supported for specific app.

Information - Doprecatod

—— Prohibited
Applications
Application Cold : r _:
frameworks R
Application
servers
Database

Platform (o/s)

Platform (h/w)

Storage

Network

Figure 1: Overview of the architecture

4 Business Architecture

Monash has a structured planning process, in which Monash Directions 2025 sets the overall
institutional directions and priorities. Plans for key aspects of University activity (Research,
Education, International and Support Services) provide additional detail. There are operational plans
for faculties and support divisions and a number of enabling plans exist of which the Information and
Communications Technologies (ICT) Strategic Plan is one.

The ICT Strategic Plan (http://monash.edu/about/itsp/) articulates directions and strategies that support
university requirements for information systems and infrastructure that transcend faculty and
departmental boundaries. The latest edition was published in 2006 and is reviewed annually on a
rolling five-year basis. The annual review process also results in a portfolio of prioritised IT capital
development initiatives that are directly aligned to the overall mission, strategies and operational needs
of the University.

5 Information Architecture

The Information Management Strategy (http://monash.edu/staff/information-management/) describes a
high-level architecture for information and information management at Monash University. The
strategy emphasises the importance of information-centric technology solutions, focussed on the user
and their information needs. Figure 2 represents this diagrammatically. At the top is the user and their
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information needs. These are supported by services, delivered by applications,
running on infrastructure. The Information Management Strategy deals primarily
with the upper three levels of this figure. The ICT Strategic Plan deals with the
lower two levels. The architecture focuses primarily on the lower two levels but
broadly addresses all levels and their interrelationships.

The Information Architecture addresses broad high-level issues relating to the
generation, management, storage and dissemination of the University’s corporate
information, together with the technology used for these processes. In the
broadest sense this corporate information may reference items not owned by the
University, but widely accessed by members of the University in doing
University business.

The categories of corporate information to be included within the architecture
include:

® Highly structured information such as student records and financial
transactions;

® Unstructured information such as email, lecture notes and research papers
that may contain rich data elements such as animations, simulations video
and audio clips.

User l

A J

AN

Information

v
Services
— 1
A
\J

Applications

Infrastructure

Figure 2: Info-centric
technology

All corporate information should be stored primarily on centrally managed systems. This architecture
(MITA) deprecates the storage of data in secondary (‘shadow’) systems and on workstations or

notebooks located in offices or staff members’ homes.

5.1 Data models, data dictionary and data management

At a lower level, information architecture also incorporates the rules and structures around key pieces
of business information. Fields such as ID numbers, organisational centre numbers, building and room
numbers (and many others) all need clear rules of ownership, access and usage. These rules will
ensure that such information is used for its intended purpose and managed in alignment with higher

level business rules, procedures and policies.
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6 Application Architecture

Integration between systems is a major cost in the implementation and maintenance of applications.
The Applications Integration Strategy (http://its.monash.edu/staff/projects/info-systems/) provides a
far more efficient and effective way of designing, building and integrating applications through a
‘service-oriented architecture’ (SOA).

The SOA focuses around discrete components of business logic (‘web services’). Individual
components can then be aggregated together in different ways to provide a broad range of user-centred
workflows for different business processes.

A major objective of MITA is to encourage the development of discrete, reusable components (‘web
services’) instead of separate application silos (that cannot share or re-use functionality). By focusing
primarily on the ‘value add’ aspect of new business logic components, ICT staff allow the other layers
of the architecture to become increasingly commodity resources:

* Enterprise systems become repositories of components and of associated data and information.

* Compute and storage resources can be accessed as required to execute and store the transactions.

* Users access consolidated workflows in one focused, personalised interface with consistent design
and navigation

The structure of the target application architecture is depicted below. Important features are:

External Monash * A user-centred presentation layer directed toward
community

community

specific audiences that permits access to information
through a variety of interfaces and technologies;

* Business logic defined in discrete objects (‘web
services’) that can be reused in different workflows,
services and applications as part of a ‘service-
oriented architecture’ (SOA);

Presentation

¢ Structured and unstructured data repositories that
encourage consolidated data models supporting

dynamic access, modification and reuse of data in
Repositories the above services;

Structured)

Developed
resources

* Compute and storage resources provided in a
standardised form permitting flexible matching of
resources to peaks in demand, continuing growth
and effective disaster recovery strategies.

Shared resources

Compute and storage

resources

Figure 3: Application architecture
6.1 Presentation Architecture
It is advantageous to separate the presentation layer from the application. Different user classes are

best served by different presentation methods:

* The University web strategy establishes the my.monash portal as the standard method of
presentation to members of the Monash community, and offers a consistent interface to many
commonly used services.

* The Monash web site is the standard method of presentation to the general public.
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*  Web-based interfaces to applications is the preferred presentation model, however proprietary
presentation methods may be warranted in some cases to gain full access to all application
features, or to address special needs. It is expected that proprietary methods will decrease over
time as applications increasingly migrate to the web.

The “Monash Community” includes all who are eligible for an Authcate account, and may, in the
future, be extended to include potential students and alumni. Outside users may access some services
through registration in the External Directory Service (EDS).

Web presentation layers must meet branding, visual design, usability and accessibility requirements as
specified in the Web Style Guide (http://monash.edu/staff/web/).

6.1.1 User-Centred Design

In the design of the presentation layer, a user-centred design methodology should be adopted to
enhance the quality and usability of applications and websites. Users should be involved in all
development phases (including requirements analysis) through activities such as contextual inquiry,
interviews, focus groups, surveys and usability testing. Research has shown that a user-centred
approach can dramatically improve return on investment through improved takeup and reduced
support and maintenance costs.

6.2 Database Architecture

Oracle is currently the standard database management system for applications and repositories. Where
possible, all structured data should be stored in a centrally managed Oracle database.

Element Database
Description Relational database management system (RDBMS)
Class Product Notes
Preferred Oracle Current version (preferred) and two previous versions
(supported)
Supported SQL server Required for CRM, ESS and eCart/eCommerce gateway
MySQL Required for some PHP applications
PostgreSQL Required for some open-source applications
Lotus DB Required for Workgroup Collaboration Suite
Prohibited MS Access or Not for enterprise systems or corporate data. May be
FileMaker Pro suitable for rapid development/prototyping/proof of
concept. Oracle ApplicationExpress is recommended as
a suitable alternative.

6.3 Application Development

6.3.1 Language

The primary priority in application architecture is the emergence of a service-oriented architecture
(SOA). Thus, regardless of language, it is expected that the majority of development will happen
around web services, with workflows aggregating services into 'business processes', defined in
'Business Process Execution Language' (BPEL).

A BPEL/SOA-based approach provides maximum agility in the face of ongoing business change.

Technological implementation of processes can quickly be modified to reflect changes in the higher
level business processes. This approach also provides for maximum re-use of business functions.

10
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Most integration and workflow development (especially inter-system) is expected to be developed in
BPEL. However, some workflows are highly domain specific (eg. only relevant to finance or student
records). These domain-specific developments may continue to be developed in the native application.

6.3.1.1

Three environments are expected to become increasingly dominant at Monash: Java (developed and
acquired), ApplicationExpress (developed) and .Net (acquired). Other languages are expected to be
maintained at their current levels (with small incremental growth) and some are already in decline

Language lifecycle

(Zope and ColdFusion).

6.3.1.2 Language consolidation

Although the primary focus is on a BPEL/SOA-based approach, consolidation around a small set of

languages will provide a range of benefits. Central training and shared development of libraries,
application frameworks and even major application functions will dramatically reduce development
costs and the acquisition and maintenance of skills.

Element Application Development Language
Description
Class Product Notes
Preferred Java (on Oracle) (for | Using Oracle toolset (i.e. JDeveloper, Oracle
enterprise Application Server, etc.). Java offers advantages in
applications) enterprise integration.
ApplicationExpress ApplicationExpress is more agile for quick application
(for bespoke web development and maintenance
applications)
Supported Perl Required for CMS. Used in my.monash, IMS tools and
a range of other applications and utilities
Oracle Tools Required for Callista and related systems. Tools include
Forms, Reports, PL/SQL and JDeveloper.
ABAP Tools, Iviews | Required for SAP systems. Includes SmartForms,
EnjoyScreens, Objects, Sapscripts, WebDynpro and
WebFlow.
.Net Required for MUTTS (timetabling)
Zope + Python Required for Statscout
Acceptable PHP (for bespoke Allows less best practice re-use across the University,
departmental web but provides for reuse/extensibility of existing open
applications) source solutions
Maintenance | Zope, Python Decreasing in favour of Java and ApplicationExpress
ColdFusion Decreasing in favour of ApplicationExpress (or PHP)

6.3.2 Source code version management

A critical aspect of change and release management is an auditable, trackable source code

management (‘revision control’) system. All software developed at Monash must be managed through

an appropriate source code management system to comply with audit and risk requirements. This
includes both application software and software used in the maintenance and development of other
layers of the architecture (eg. management and update scripts).

11
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Element Source code management

Description Repository to manage source code and track changes

Class Product Notes

Preferred Subversion Also known as ‘svn’. Provides change tracking and
supports release management (free)

Supported Telelogic Synergy Offers aspects of configuration, change and release
(for enterprise management for integrated application management
applications) (per seat cost)

RevTrack Revision trackin